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Remarks 

Claims 1-4, 6-18, and 20-42 are pending. 

Response to Arguments 

1 . Applicant's arguments filed 2/1 5/2006 have been fully considered but they are 
not persuasive. 

Applicant argues that Nakaya does not process a second job until the first job is 
completed and the parallel processors are available. Nakaya teaches a multiple 
processor system in which multiple jobs and multiple portions of a single job (or both) 
can be processed in parallel. Figure 7 teaches the parallel processing of a single job. 
Figure 8 teaches the parallel processing of two jobs, in which each job has a dedicated 
serial processor, and there is one group of shared parallel processors. Within this 
embodiment, the serial processors will each process all serial instructions for its job, 
and when the job comes to a parallel processing portion, will request use of the shared 
group of parallel processors. If the shared group of parallel processors is in use by 
another job when the current job requests access, the current access request is queued 
and will be processed by the shared group of parallel processors once the other job's 
current use of the shared group is complete. While one job is using the shared group, 
the other job can still use its dedicated serial processor to perform serial processing on 
the data. Figure 26 and Column 34. lines 45-55 teach the parallelprocessing of 
multiple jobs, in which two jobs each have a dedicated serial processor and a group of 
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parallel processors. Both jobs can be processed at the same time, whether the current 
instructions are both serial, both parallel, or one serial and one parallel. 

' Regarding the cited sections of Nakaya, however, serial instructions are 
processed by a serial processor and parallel instructions are processed by parallel 
processors (as well as the serial processor). During parallel processing, a set of parallel 
instructions is processed and, when each processor completes processing, it will issue 
a termination notice. Each termination notice signifies that a' certain parallel processor 
has completed processing of its instruction, and an interrupt will not be issued before all 
of the pertinent parallel processors' termination notices have been issued. Once all of 
the parallel processing is complete, the interrupt will be issued and the parallel 
processing of this set of parallel instructions is complete. 

Applicant also argues that Nakaya does not disclose moving the second interrupt 
indicator onto the first interrupt indicator. As an example of how this occurs, claim 4 
further defines moving the second interrupt indicator as comprising "delaying the 
generation of an interrupt associated with the younger control record," As is clear from 
the above discussion, this moving of the second interrupt indicator onto the first interrupt 
indicator is taught by Nakaya in that no interrupt will be issued until all of the parallel 
processors' termination notices have been issued. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1, 3, 4, 6-14, 27, and 29-34 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Nakaya (U.S. Patent 5,978.830) in view of Yamaura (U.S. Patent 

6,175.890). 

Regarding Claim 1, 

Nakaya discloses a method for processing data using a plurality of 
processing engines, the method comprising: 

Processing first data associated with an older control record in a 
first processing engine (Column 12, lines 10-62; and Column 25, line 40 to 
Column 26, line 12); 

Issuing a first interrupt indicator (termination notice) when the 
processing of the first data is completed (Column 12, lines 10-62; and 
Column 25, line 40 to Column 26, line 12); ■ 

Processing second data associated with a younger control record in 
a second processing engine (Column 12, lines 10-62; and Column 25, line 
40 to Column 26, line 12); 

Issuing a second interrupt indicator (termination notice) when the 
processing of the second data is completed (Column 12, lines 10-62; and 
Column 25. line 40 to Column 26. line 12); and 

Moving the second interrupt indicator associated with the younger 
control record onto the first interrupt indicator associated with the older ^ 
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control record if processing of the second data completes before 
processing of the first data (Column 12, lines 10-62; and Column 25, line 
40 to Column 26, line 12); 

But does not disclose the enablement of a first interrupt indicator in 
the older control record or a second interrupt indicator in the younger 
control record. 

Yamaura, however, discloses enabling a first interrupt indicator 
associated with the older control record (Column 1, lines 12-30; and 
Column 4, line 59 to Column 5, line 10); and 

Enabling a second interrupt indicator associated with the younger 
control record (Column 1, lines 12-30; and Column 4, line 59 to Column 5, 
line 10). 

Where the interrupt indicator is placed, whether it be in a register 
devoted -to interrupt indicators and their associations to control records or 
within the control record itself, is of no significance to this method, since 
placing the interrupt indicator within the control record does not provide an 
advantage over using a register to store the indicator. 

It would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to incorporate the interrupt handling method 
of Yamaura into the parallel job schedule system of Nakaya in order to 
efficiently restore data to be communicated to an external processor. 
Regarding Claim 3, 
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Nakaya as modified by Yamaura discloses the method of claim 1, 
in addition Yamaura discloses that moving the second interrupt indicator 
comprises determining that the second interrupt indicator is enabled 
(Column 1, lines 12-30; and Column 4, line 59 to Column 5. line 10). 

Throughout this action, when the moving (or collapsing) of interrupt 
indicators is cited as being in Yamaura, it is to be understood that 
Yamaura teaches the foundations of how it is done, via the enabling and 
disabling of interrupt indicators within the interrupt controller, while the 
portion of Nakaya cited above discloses the moving of interrupt indicators 
(not issuing an interrupt until termination notices from all of the processors 
are issued). 
Regarding Claim 4, 

Nakaya as modified by Yamaura discloses the method of claim 1 , 
in addition, Nakaya discloses that moving the second interrupt indicator 
comprises delaying the generation of an interrupt associated with the 
younger control record (Column 25, lines 40-63). The termination notices 
are issued at all of the processors before any one of the processors can 
generate the interrupt. 
Regarding Claim 6, 

Nakaya as modified by Yamaura discloses the method of claim. 4, 
in addition, Yamaura discloses that moving the second interrupt indicator 
comprises setting the second interrupt indicator associated with the 
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younger control record to disabled (Column 1, lines 12-30; and Column 4, 

line 59 to Column 5, line 10). 
Regarding Claim 7, 

Nakaya as modified by Yamaura discloses the method of claim 6, 

in addition, Yamaura discloses that moving the second interrupt indicator 

further comprises setting the first interrupt indicator associated with the 

older control record to enabled (Column 1, lines 12-30; and Column 4, line 

59 to Column 5, line 10). 
Regarding Claim 8, 

Nakaya as modified by Yamaura discloses the method of claim 1 , 

in addition, Nakaya discloses that the older control record comprises a 

reference to data (Column 12, lines 13-29). 
Regarding Claim 9, 

Nakaya as modified by Yamaura discloses the method of claim 8, 

in addition, Nakaya discloses that the older control record comprises a 

reference to an operation to be performed on data (Column 12, lines 13- 

29). 

Regarding Claim 10, 

Nakaya as modified by Yamaura discloses the method of claim 1, 
in addition, Yamaura discloses writing processed data to memory 
associated with a host (Column 4, line 59 to Column 5, line 49). 

Regarding Claim 11, 
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Nakaya as modified by Yamaura discloses the method of claim 10, 
in addition, Nakaya discloses that the processing engines are coupled to 
the interrupt controller (Figure 1); and Yamaura discloses that the external 
processor is coupled to the interrupt controller (Figure 1). 
Regarding Claim 12, 

Nakaya as modified by Yamaura discloses the method of claim 1 1 , 
in addition, Nakaya discloses that the interrupt controller is coupled to the 
processing engines through a scheduler (synchronizer) (Figure 1). 
Regarding Claim 13, , 

Nakaya as modified by Yamaura discloses the method of claim 12, 
in addition, Nakaya discloses generating an interrupt when processing of 
the older control record has been completed (Column 25, line 40 to 
Column 26, line 12). 
Regarding Claim 14, 

Nakaya as modified by Yamaura discloses the method of claim 13, 
in addition, Yamaura discloses that the external processor reads the 
processed data when the interrupt is generated (Column 4, line 59 to 
Column 5, line 49). 
Regarding Claim 27, 

Nakaya discloses a method for handling interrupts, comprising: 

Receiving a first data block associated with a first interrupt indicator 
wherein the first interrupt indicator is configured to cause the generation of 
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a first interrupt upon completion of processing of the first data block 
(Column 12, lines 10-62; and Column 25, line 40 to Column 26, line 12); 

Processing the first data block using a first processing engine 
(Column 12, lines 10-62; and Column 25, line 40 to Column 26, line 12); 

Receiving a second data block associated with a second interrupt 
indicator wherein the second interrupt indicator is configured to cause the 
generation of a second interrupt upon completion of processing of the 
second data block (Column 12, lines 10-62; and Column 25, line 40 to 
Column 26, line 12); 

Processing the second data block using a second processing 
engine (Column 12, lines 10-62; and Column 25, line 40 to Column 26, 
line 12); and 

Generating a single interrupt upon completion of processing of the 
first data block (the serial/parallel jDrocessor will generate a single interrupt 
upon completion of the parallel processing at all parts) (Column 12, lines 
10-62; and Column 25, line 40 to Column 26, line 12); 

But does not disclose setting interrupt indicators to enabled or 
determining if either of the first or second interrupt indicators are enabled. 

Yamaura, however, discloses setting interrupt indicators to enabled 
and determining if any particular interrupt indicator is enabled (Column 1, 
lines 12-30; and Column 4, line 59 to Column 5, line 10). It would have 
been obvious to one of ordinary skill in the art at the time of applicant's 
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invention to incorporate the interrupt handling method of Yamaura into the 

parallel job schedule system of Nakaya in order to efficiently restore data 

to be communicated to an external processor. 
Regarding Claim 29, 

Nakaya as modified by Yamaura discloses the method of claim 27, 

in addition, Nakaya discloses that the first data block is referenced in a 

first control record (Column 12, lines 13-29). 
Regarding Claim 30, 

Nakaya as modified by Yamaura discloses the method of claim 29, 

in addition, Nakaya discloses that the first control record contains 

information on an operation to perform on the first data block (Column 12, 

lines 13-29). 
Regarding Claim 31, 

Nakaya as modified by Yamaura discloses the method of claim 27, 

in addition, Nakaya discloses that the single interrupt is generated after 

processing of the first data block is completed (Column 12, lines 10-62; 

and Column 25, line 40 to Column 26, line 12). 
Regarding Claim 32, 

Nakaya as modified by Yamaura discloses the method of claim 27, 

in addition, Nakaya discloses that the first interrupt indicator associated 

with the first data block is collapsed onto the second interrupt indicator 
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associated with the second data block (Column 12, lines 10-62; and 
Column 25, line 40 to Column 26, line 12). 
Regarding Claim 33, 

Nakaya as modified by Yamaura discloses the method of claim 32, 
in addition, Yamaura discloses that collapsing the first interrupt indicator 
comprises setting the first interrupt indicator to disabled (Column 1 , lines 
12-30; and Column 4, line 59 to Column 5, line 10). 
Regarding Claim 34, 

Nakaya as modified by Yamaura discloses the method of claim 33, 
in addition, Yamaura discloses that collapsing the first interrupt indicator 
comprises setting the second interrupt indicator to ienabied (Column 1, 
lines 12-30; and Column 4, line 59 to Column 5, line 10). 

3. Claims 2, 15-18, 20-26. 28, and 35-42 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Nakaya in view of Yamaura, further in view of Pierson (Pierson 
et al., "Context-Agile Encryption for High Speed Communication Networks", Computer 
Communications Reyiew, Association for Computing Machinery, Vol. 29, No. 1, January 
1999, pp. 35-49). 

Regarding Claim 2, 

Nakaya in view of Yamaura does not disclose that the first 
processing engine is a public key engine. 



Application/Control Number: 10/004.458 Page 12 

Art Unit: 2137 

Pierson, however, discloses that the first processing engine is a 
public key engine (Pages 46-48, Section 5.2). It would have been obvious 
to one of ordinary skill in the art at the tinne of applicant's invention to 
. incorporate the cryptographic system of Pierson into the parallel job 
scheduling system of Nakaya as modified by Yamaura in order to allow 
the system to perform encryption and authentication quickly and easily, 
encrypting multiple communications (with different keys, algorithms, etc.) 
at a time without the normal delay required for context switching. 
Regarding Claim 28, 

Nakaya in view of Yamaura does not disclose that the first and 
. second processing engines are public key engines. 

Pierson, however, discloses that the first and second processing 
engines are public key engines (Pages 46-48, Section 5.2). It would have 
been obvious to one of ordinary skill in the art at the time of applicant's 
invention to incorporate the cryptographic system of Pierson into the 
parallel job scheduling system of Nakaya as modified by Yamaura in order 
to allow the system to perform encryption and authentication quickly and 
easily, encrypting multiple communications (with different keys, 
algorithm's, etc.) at a time without the normal delay required for context 
switching. 
Regarding Claim 15, 

Nakaya discloses an apparatus, comprising: 
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A first processing engine configured to receive a first control record 
(Column 12, lines 10-62; and Column 25, line 40 to Column 26, line 12); 

A second processing engine configured to receive a second control 
record (Column 12, lines 10-62; and Column 25, line 40 to Column 26, line 
12); 

A history buffer (interrupt controller/synchronizer) containing 
information associated with the first and second control records including 
a first interrupt indicator associated with the first control record and a 
second interrupt indicator associated with the second control record 
(Column 12, lines 10-62; and Column 25, line 40 to Column 26, line 12), 

Wherein the history buffer is configured to move the first interrupt 
indicator associated with the first control record onto a second interrupt 
indicator associated with the second control record if processing of the 
first control record completes before processing of the second control 
record (Column 12, lines 10-62; and Column 25, line 40 to Column 26, line 
12); 

But does not disclose that the apparatus is a cryptography 
accelerator; or an interface coupled to an external processor and memory 
associated with the external processor. 

Yamaura, however, discloses an interface coupled to an external 
processor and memory associated with the external processor; the 
interface being coupled to the processing engines as well (Column 1, lines 
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12-30; Column 4, line 59 to Column 5, line 10; and Figure 1). It would 
have been obvious to one of ordinary skill in the art at the time of 
applicant's invention to incorporate the interrupt handling method of 
Yamaura into the parallel job schedule system of Nakaya in order to 
efficiently restore data to be communicated to an external processor. 

Pierson discloses that the apparatus is a cryptography accelerator 
(Pages 46-48, Section 5.2). It would have been obvious to one of ordinary 
skill in the art at the time of applicant's invention to incorporate the 
cryptographic system of Pierson into'the parallel job scheduling system of 
Nakaya as modified by Yamaura in order to allow the system to perform 
encryption and authentication quickly and easily, encrypting multiple 
communications (with different keys, algorithms, etc.) at a time without the 
normal delay required for context switching. 
Regarding Claim 16, 

Nakaya as modified by Yamaura and Pierson discloses the 
apparatus of claim 15, in addition, Pierson discloses that the first 
processing engine is a public key engine (Pages 46-48, Section 5.2). 
Regarding Claim 17, 

Nakaya as modified by Yamaura and Pierson discloses the 
apparatus of claim 15, in addition, Nakaya discloses that the history buffer 
is configured to collapse the first interrupt indicator associated with the first 
control record onto the second interrupt indicator associated with the 
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second control record (Column 12, lines 10-62; and Column 25, line 40 to 
Column 26, line 12), and Yamaura discloses that this is performed when 
the first interrupt indicator is enabled (Column 1, lines 12-30; and Column 
4, line 59 to Column 5, line 10). 

Regarding Claim 18, 

Nakaya as modified by Yamaura and Pierson discloses the 
apparatus of claim 17, in addition, Nakaya discloses that collapsing the 
first interrupt indicator associated with the first control record onto the 
second control record further comprises delaying the generation of an 
interrupt associated with the first control record (Column 12, lines 10-62; 
and Column 25, line 40 to Column 26, line 12). 

Regarding Claim 20, 

Nakaya as modified by Yamaura and Pierson discloses the 
apparatus of claim 18, in addition, Yamaura discloses that collapsing the 
first interrupt indicator associated with the first control record onto the 
second control record further comprises setting the first interrupt indicator 
associated with the first control record to disabled (Column 1, lines 12-30; 
and Column 4, line 59 to Column 5, line 10), 

Regarding'Claim 21, 

Nakaya as modified by Yamaura and Pierson discloses the 
apparatus of claim 20, in addition, Yamaura discloses that collapsing the 
first interrupt indicator associated with the first control record onto the 
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second control record further comprises setting the second interrupt 
indicator associated with the second control record to enabled (Column 1 , 
lines 12-30; and Column 4, line 59 to Column 5, line 10). 

Regarding Claim 22, 

Nakaya as modified by Yamaura and Pierson discloses the 
apparatus of claim 15, in addition, Nakaya discloses that the second 
control record comprises a reference to data (Column 12, lines 13-29). 

Regarding Claim 23, 

Nakaya as modified by Yamaura and Pierson discloses the 
apparatus of claim 22, in addition, Nakaya discloses that the second 
control record comprises a reference to an operation to be performed on 
data (Column 12, lines 13-29). 

Regarding Claim 24, 

Nakaya as modified by Yamaura and Pierson discloses the 
apparatus of claim 23, in addition, Nakaya discloses that the external 
processor is coupled to the processing engines through a scheduler 
(synchronizer) (Figure 1). 

Regarding Claim 25, 

Nakaya as modified by Yamaura and Pierson discloses the 
apparatus of claim 24, in addition, Nakaya discloses that an interrupt is 
generated when processing of the second control record has been 
completed (Column 25, line 40 to Column 26, line 12). 
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Regarding Claim 26, 

Nakaya as modified by Yamaura and Pierson discloses the 
apparatus of claim 25, in addition, Yamaura discloses that the external 
processor reads the processed data when the interrupt is generated 
(Column 4, lihe 59 to Column 5, line 49). 
Regarding Claim 35, 

Nakaya discloses an apparatus, comprising: 

Means for receiving a first data block associated with a first 
interrupt indicator, wherein the first interrupt indicator is configured to 
cause the generation of a first interrupt upon completion of processing of 
the first data block (Column 12. lines 10-62; and Column 25, line 40 to 
Column 26, line 12); 

Means for processing the first data block using a first processing 
^ engine (Column 12, lines 10-62; and Column 25, line 40 to Column 26, 
line 12); 

Means for receiving a second data block associated with a second 
interrupt indicator, wherein the second interrupt indicator is configured to 
cause the generation of a second interrupt upon completion of processing 
of the second data block (Column 12, lines 10-62; and Column 25, line 40 
to Column 26, line 12); 
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Means for processing the second data block using a second 
processing engine (Column 12, lines 10-62; and Column 25, line 40 to 
Column 26, line 12); and 

Means for generating a single interrupt upon completion of 
processing of the first data block (Column 12, lines 10-62; and Column 25, 
line 40 to Column 26, line 12); 

But does not disclose that the apparatus is a cryptography device, 
or setting interrupt indicators to enabled or determining if either the first or 
second interrupt indicators are enabled. 

Yamaura, however, discloses setting interrupt indicators to enabled 
and determining if any particular interrupt indicator is enabled (Column 1 , 
lines 12-30; and Column 4, line 59 to Column 5, line 10). It would have 
been obvious to one of ordinary skill in the art at the time of applicant's 
invention to incorporate the interrupt handling method of Yamaura into the 
parallel job schedule system of Nakaya in order to efficiently restore data 
to be communicated to an external processor. 

Pierson discloses that the apparatus is a cryptography device 
(Pages 46-48, Section 5.2). It would have been obvious to one of ordinary 
skill in the art at the time of applicant's invention to incorporate the 
cryptographic system of Pierson into the parallel job scheduling system of 
Nakaya as modified by Yamaura in order to allow the system to perform 
encryption and authentication quickly and easily, encrypting multiple 
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comcnunications (with different keys, algorithms, etc.) at a time without the 
normal delay required for context switching. 

Regarding Claim 36, 

Nakaya as modified by Yamaura and Pierson disclose the device of 
claim 35, in addition, Pierson discloses that the first and second 
processing engines are public key engines (Pages 46-48, Section 5.2). 

Regarding Claim 37, 

Nakaya as modified by Yamaura and Pierson disclose the device of 
claim 35, in addition, Nakaya discloses that the first data block is 
referenced in a first control record (Column 12, lines 13-29). 

Regarding Claim 38, 

Nakaya as modified by Yamaura and Pierson disclose the device of 
claim 37, in addition, Nakaya discloses that the first control record 
contains information on an operation to perform on the first data block 
(Column 12, lines 13-29). 

Regarding Claim 39, 

Nakaya as modified by Yamaura and Pierson disclose the device of 
claim 35, in addition, Nakaya discloses that the single interrupt is 
generated after processing of the first data block is completed (Column 
12, lines 10-62; and Column 25, line 40 to Column 26, line 12). 

Regarding Claim 40, 
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Nakaya'as modified by Yamaura and Pierson disclose the device of 
claim 35, in addition, Nakaya discloses that the first interrupt indicator 
associated with the first data block is collapsed onto the second interrupt 
indicator associated with the second data block (Column 12, lines 10-62; 
and Column 25, line 40 to Column 26, line 12). 
Regarding Claim 41, 

Nakaya as modified by Yamaura and Pierson disclose the device of 
claim 40, in addition, Yamaura disclose that collapsing the first interrupt 
indicator comprises setting the first interrupt indicator to disabled (Column 
1, lines 12-30; and Column 4, line 59 to Column 5, line 10). 
Regarding Claim 42, 

Nakaya as modified by Yamaura and Pierson disclose the device of 
claim 41 , in addition, Yamaura discloses that collapsing the first interrupt 
indicator comprises setting the second interrupt indicator to enabled 
(Column 1, lines 12-30; and Column 4, line 59 to Column 5, line 10). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
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mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jeffrey D. Popham whose telephone number is (571)- 

272- 7215. The examiner can normally be reached on M-F 9:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571)272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct,uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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